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Abstract

Interest in peer-to-peer networks has been sparked by their popularity for implementing file-sharing applications, for example those based on the Gnutella [1] protocol.  Distributed Hash Tables (DHTs) are a type of peer-to-peer network that implement a deterministic lookup that takes a key value representing a resource, and returns an address associated with the given key.  The key is a value that is based upon a hash of the resource’s identifier (e.g., its file name). A number of protocol have been designed to implement a DHT, Pastry [2] is one such protocol.

Distributed Denial of Service (DDoS) attacks, which utilise a network of compromised computers (often called a botnet of zombies), that target Internet based applications and services are increasing in number.  A successful DDoS attack must go through three steps:

1. Botnet creation – this involves infecting hosts with software that will be used to orchestrate the attack.  The aim is to ensure the botnet consists of enough zombie machines for the attack to be successful.

2. Target selection – targets can be selected to meet some financial (extortion) or political ends, for example.

3. Launching the attack – a remote controller initiates the attack in a coordinated fashion.

Traditionally, target selection for DDoS attacks is straightforward – the attacker is motivated to disrupt a service provided by an institution, and the attack is directed at the devices running that service.  This dissertation proposes to look at a novel attack target selection approach that can be used to determine the most suitable target on a DHT-based peer-to-peer network, such that by attacking it maximum disruption is caused to the network.  An aim is to achieve this in a stealthy manner.
1.  Introduction
An important goal of a peer-to-peer network is that all clients (nodes) provide resources including bandwidth, storage, and computational power.  The distributed nature of a peer-to-peer network increases robustness (resiliency) by replicating data over multiple peers – ensuring there is not a single point of failure on the network.

Peer-to-peer networks are typically implemented using an overlay network.  The overlay involves all nodes functioning as network nodes that forward application traffic, and assumes that peers in the network know the location of a number of other peers in the network.  A Distributed Hash Table (DHT) is a structured peer-to-peer network that provides a deterministic lookup service (i.e., the item to looked up can be found or does not exist on the network), which associates ownership of a file to a network peer.  

A host on a network can be attacked by sending repeated service requests to it. The node can become overwhelmed (in terms of computational power or available network bandwidth, for example).  This type of attack is relatively easy to detect, and relies on large volumes of data flooding the network, overloading the destination (and nodes which forward these requests). 

For this work we are interested in investigating attacks that utilise a peer-to-peer network, and are classed as stealthy (i.e., difficult to detect because their measurable behaviour does not deviate significantly from the norm).  Attacks that are carried out in this way must complete the following steps:

1. Botnet creation – ensure that zombie creation does not disrupt the normal operation of the peer-to-peer network.  As much as possible, the administration of the zombie, and botnet should not be distinguishable from normal traffic.

2. Target Selection – selecting the correct DDoS target will involve asking specific questions of potential target nodes.  Questions may include “how busy are you”, or how many messages have you forwarded (processed) in the last N minutes.  Answering these questions will allow a busy node to be attacked by a realistically sized botnet.  Attacking a well-provisioned node with a botnet that is too small (that generates too little traffic) will not interrupt the service.

3. Launching the attack – The attack will have to be coordinated, ensuring each zombie in the attacking botnet is correctly synchronised.  There may be a control centre which instigates the attack.  This may be at a fixed location outside the peer-to-peer network.  A stealthier alternative would be to locate the control centre on a node within the network.  The ability to move the control centre from one node to another will make detection more difficult.

The project will investigate techniques to select targets on a peer-to-peer network that is using the Pastry DHT protocol, such that the target selected is the most vulnerable to attack and consequently the attack will have a significant impact on the network.  Monitoring the network’s behaviour and sharing this information in a stealthy fashion will achieve this.  Performing target selection in this way differs from how this is normally achieved in attacks where the target is normally statically determined.  Furthermore, this dissertation will investigate ways of stealthily launching an attack from a potentially mobile (i.e., moving within the DHT) control centre.

The rest of this proposal is structured as follows.  In Section 2, an analysis of the background to this work will be given describing peer-to-peer networks, DDoS attacks, and some of their facets. A schedule, with tasks and timescales will be presented in the Programme of Work.  The proposed research is described in Section 3, outlining the aims of the dissertation and the approach taken to meet these aims.  Finally, the proposal outlines a programme of work in Section 4.

2. Background Analysis
2.1 Peer-to-peer networks

A peer-to-peer network relies on the combined resources of all the peers (sometimes called nodes) in the network and the ability for them to communicate with each other using an interconnected network.  Nodes do not separate duties (unlike client-server networks), but instead perform both sets of tasks such as relaying requests for resources (to peers which have local access to the resource), servicing requests locally, and maintaining up-to-date knowledge of which peers are adjacent (the most local).  When a new node wants to join the network, it is the duty of the nearest peer to bootstrap it into the network, normally by telling it of other peers in the neighbourhood.  This process does not always happen efficiently.

Some peer-to-peer networks rely on a centralised server to provide routing information.  An example of this is Usenet news where articles are posted to a local server, but are then propagated across the Usenet network.  Client-server characteristics are retained for when users post a message to a server.

2.2 Distributed Denial of Service (DDoS) Attacks 

A distributed denial of service attack is a concerted effort to make a computer resource or service unavailable.  It has the same purpose as a denial of service attack, but relies on a network of compromised computers (a botnet) to attack the service.  A botnet is made up of zombie machines – these are computers that have been compromised, are remotely managed, and will involve the whole botnet being instructed to attack a specific target.  Although individual zombies run autonomously – attacks that utilise the whole network will likely be co-coordinated from a central point (often referred to as a command / control centre).  This will usually control the botnet via a common protocol such as via Web server  (using HTTP) or an Internet Relay Chat (IRC) server.

Botnets are distributed throughout the Internet and can be present in dial-up, home broadband, academic, and business environments.  Botnets work most effectively on high-specification machines with a fast network connection.  They are valuable resources that take time to setup.  Individual zombies which are high specification, with fast connectivity, which are also vulnerable are not readily available.  Computer security awareness, up-to-date anti virus and firewalls are measures which reduce the likelihood of a server becoming compromised.

Distributed Denial of Service (DDoS) attacks occur when a botnet is used to disrupt the normal operation of a targeted system.  These attacks focus on flooding the target network.  This will use up system resources, disrupting Web servers, email, or any service that uses the network (or Internet) to function.

2.3 Botnet Creation

Malware (malicious software) is software whose sole intention is to infiltrate or damage a computer system without the owner's informed consent [5].  Malware can be deployed in the following ways:

·   Central Source Propagation – An attacker exploits vulnerability on the victim environment.  The Malware is copied from a central location to the victim, which is then taken over.

·   Back Channel Propagation – A channel-based application such as IRC is used to pass the Malware to victims.

·   Autonomous Propagation – An attacker exploits a victim by directly copying Malware to the victim.  This process is then repeated for other victims.  The exploit and Malware is self-contained with no controller.

2.4 Controlling a Botnet

A control centre that commands each zombie by using a tool such as Internet Relay Chat (IRC) will manage a botnet.  Botnet management is becoming more sophisticated.  Applications such as Zunker [4] are capable of giving botnet administrators user-friendly graphs of individual botnet performance, including the number of available compromised zombies on each at any one time, and their levels of activity on a daily or monthly basis.  Zunker has the characteristics of a PC management system.  This gives the botnet the important quality of ease of use – allowing the botnet to be utilised (by criminals) who would not previously used this technology.  This “toolkit” approach makes DDoS attacks more appealing, giving them a wider audience (including criminals).

2.5 Target Selection for DDoS attacks

Current trends in DDoS target selection include Blind Targeting, and Selective Targeting [6].  A description of these techniques will be given.

Blind Targeting 

Blind targeting attacks are highly automated and involve little human interaction during the execution of the attack. They also tend to be highly vulnerability-specific, targeting systems that are vulnerable to particular exploitations.   As such, the operating system platform or type of software on a system, which influences the presence of potentially exploitable vulnerabilities, often points to a number of connected systems which can potentially fall victim to attacks.  Because the attacks are blind, with little more than an ad-hoc plan for instigating the attack, the success (impact) of the attack is difficult to gauge.  The attack instigator does not often have a realistic idea of the level of damage for an attack.  This situation exists because only cursory information on the target has been gathered, with no clear objective of what the outcome of the attack should be.

Selective Targeting

Selective targeting is generally based on using some criteria other than the target operating system or potentially exploitable vulnerabilities to select a target or for attack. Early DDoS tools were installed on carefully selected UNIX-based hosts.  Systems are often manually tested for network connectivity, regular levels of network traffic, and available bandwidth before being used as handlers or agents in a DDoS network.

3. Proposed Research
3.1 Project Aims

The aim of the project is to develop a system, which allows a DDoS attack target to be selected stealthily.  For this objective to be met the following tasks must be accomplished.

1 Botnet creation – develop a mechanism for allowing a Node on a DHT Peer-to-Peer network to become a Zombie.  

2 Administer the botnet so that target selection and attack are managed effectively.  Ensure that the control centre remains stealthy.  Implement a way to pass messages to and from control centre to zombies.

3 Target Selection Scenario – criteria for selecting the target(s) so that an attack has most affect.  Targeting scenarios will be dependent on the operating environment, and applications using the peer-to-peer network.  The objective of any scenario will be to find the most vulnerable node (or range) on the network.  Vulnerabilities may include the node which has resolved the most requests for files, or a node which returns a query request for a file the slowest.  

4 Launching the attack – Attack the target with the best chance of disrupting service.

3.2 Methodology/Approach
Use the Java based Pastry simulator to evaluate the Aims of the project.

Implement the BOTNET Creation aim.  For the purpose of this project existing Pastry Java functionality will be extended to include Malware functionality.  A specific number of nodes on the network will include the Malware when they join the network.

Implement an algorithm for target selection which meets criteria for an effective attack.  The ability to select more than one attack target node will increase level of stealth.

Scenario – “standard” Peer-to-Peer application.  Over a period of time Malware will passively monitor traffic which is forwarded to other nodes, the busiest nodes can be found.  These nodes can be attacked stealthily.

Scenario – business critical functionality is carried out by nodes which “most recently” joined the network.  Malware will passively monitor new nodes which join the network, and then launch a stealthy attack on them.

Scenario – publish subscribe application.  By changing the routing behaviour of a Malware node, all traffic could be routed to the busiest onward node (found from monitoring through traffic).  Through traffic could be stored, and replayed amplifying the attack.

This attack would change the behaviour of the network, but would remain stealthy if the attack was “occasional” but repeated regularly (one minute out of every five).

Implement functionality for moving BOTNET “control centre” from one Zombie to another.  Stealthily pass control from one node to another.

Visually measure that stealthy target selection “remains stealthy”.  Investigation of normal network behaviour, will involve developing a reporting framework will allow Pastry logs to be “easily” parsed, and represented.

Java Development using Eclipse SDK combined with Rapid Prototyping.

4. Programme of Work
Each numbered task relates to the associated table and Gantt chart.  
1. Project proposal approved.

2. Introduction – Work on Motivation, Primary and Secondary Aims, and Overview.

3. Literature Search and Background Research – Continue investigation and research.  Focus on stealthy attack scenarios and control of BOTNET (How does control centre communicate with Pastry BOTNET?).
4. Pastry Familiarisation – Knowledge Transfer, understanding of existing Build, Deployment and Logging functionality.  Assess what information is needed for plotting network behaviour 
5. Design Decision – Using Background Research, and Pastry Knowledge – select two attainable attack scenarios, and stealthy control centre functionality.  Two design choices should be illustrated.

6. Document Design Decision – with justification of chosen design, and High Level Design Overview.

7. Produce System Architecture document, and associated diagrams.

8. Document testing strategy – with justification.  Ensure that testing is consistent with plotting network behaviour.

9. Install and Test Pastry with different sized networks.

10. Implement Pastry Network Visual Reporting Tool.

11. Confirm Standard Pastry Behaviour with visual reporting.

12. Refactor Pastry code to add DDOS Malware to Pastry to specific percentage of active network nodes.

13. Extend Pastry to implement Stealthy Attack Scenario – excluding control centre.
14. Confirm Standard Pastry Behaviour is retained by using visual reporting.

15. Extend Pastry to implement BOTNET control centre functionality.

16. Extend Pastry to implement moving Stealthy BOTNET control centre.

17. Confirm Standard Pastry Behaviour is retained by using visual reporting.

18. Write up Evaluation of testing – answering questions:


How stealthy is the BOTNET Creation, BOTNET Target Selection and Stealthy 
Control Centre. 

19. Complete report write-up Review of Aims, Record of Testing, Future Work, Conclusion and Referencing.

20. Proof Reading.

21. Submission of Report.

22. Demonstration – prepare, ensuring that demonstration relates closely to report.

	
	Start Date
	Completed
	Remaining
	Days Allotted
	End Date

	Write Up Project
	26/07/07
	0
	65
	65
	29/09/07

	Background Research
	26/07/07
	0
	53
	53
	17/09/07

	Introduction
	30/07/07
	0
	10
	10
	09/08/07

	Design
	30/07/07
	0
	21
	21
	20/08/07

	Implementation
	30/07/07
	0
	40
	40
	08/09/07

	Evaluation
	20/08/07
	0
	28
	28
	17/09/07

	Completion of Report Write up
	15/09/07
	0
	14
	14
	29/09/07

	Report Check and Proof Reading
	21/09/07
	0
	10
	10
	01/10/07

	Submission of Report
	01/10/07
	0
	1
	1
	02/10/07

	Demonstration
	01/10/07
	0
	4
	4
	05/10/07

	
	26/07/07
	0
	0
	0
	26/07/07

	Pastry Familiarisation
	13/08/07
	0
	7
	7
	20/08/07

	Architecture
	13/08/07
	0
	7
	7
	20/08/07
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